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IRIGATE Outline



IRIGATE

・Intelligent
・Replaceable
・Interconnections
・GATE

※It also play an English word “Irrigate” Water run in a farm

Name: IRIGATE
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The aim of IRIGATE
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can be solvedBy being replaceable, 
the issues of...

• Sunset/20-year continuous use
• Provide connected service in all 

countries 

Interchangeable

Data center



Architecture of IRIGATE
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TSC

User-selectable

Certification 
by Toyota 

Internet
（Global Internet）

3rd
 ベンダー

Internet
(Access line)

User 
data

3rd
 ベンダー3rd
 ベンダー3rd
 ベンダー3rd

 Vendor

MM/One-Board

TOYOTA SIM
  （For authentication）

LMNO

DOP device
（developed by              

Toyota）

LMNO

Bring-your-own device 

(commercially available)

LMNO

Bring-your-own device 

(commercially available)

ECU

App layer

Communication layer

User data

USB/Wi-Fi

Image: Jumbo jets require airports of the same 

size at both ends.

User data
TMC Communication Platform

( IRIGATE )

Authentication 
function

Routing function

GW



The system of 
telecommunications 
operators

MNO

What is IRIGATE
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Usage fee

Service

MVNO

Usage charge

Provision of 
equipment

User

IRIGATE Core

Authentication 
function

Routing function

TSC/TSP
/TBDC

Isolate Connectivity

Internet

Billing function

Cellular on Cellular
Covering the existing complex system

With cloud technology, internalizing 

functionalities equivalent to those of 
telecommunications operators.

A system that centrally manages the connection between the vehicle 

and the cloud by placing a SIM on the vehicle side and cellular 
infrastructure (5GC) on the cloud side, and by independently 

building and operating both.

Cellular infrastructure (5GC) on the cloud side

Control 
application

SIM on the vehicle side

Interchangeable

Communication 
equipment

Switch

Control 
system

Data system

License 
required

IRIGATE
board

MM

or

• Toyota Quality USB Dongle (DOP)
• User-provided connection
• 3rd party vendor provided connection, etc.



What IRIGATE can do?



Why we need equivalent functionality as MVNOs
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• Access from the car can be 
selected by user according to the 
region and period

• Multiple lines can be connected 
simultaneously

MNOs​

Selectable depending on the situation

Multiple routes

3rd
 ベンダー

★ Sessions from all vehicles must go 
through IRIGATE

All vehicles traceable

3rd
 ベンダー3rd

 vender

Public Wi-Fi, etc.

Satellite connection​

Billing destination can be identified by 
destination and port number

Platform of B2B2C

ECU ECU ECU

Billing for Port No. C

IRIGATE

Billing

Authen
tication

Routing

GW

①Holding sessions of all vehicles
②Multiple routes
③B2B2C
④Blocking suspicious servers
⑤Tracing used car users

SIM needed for connected services

Re-registration required for used car 
users

Used car user data trackable

不審な
サーバ不審な
サーバ

Suspicious 
server

Port
No. C

Port
No. B

Port
No. A

①

②③

③

④

②

⑤



Two simultaneous connections (CAN and video)
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MNOs

3rd
 ベンダー3rd

 ベンダー3rd

 vender

Public Wi-Fi, etc.

Satellite connection

IRIGATE

AUSF

N3IWF

UPFCAN

CAN data

Non-
filtered​

TSC

N3IWFUE

USB and Wi-Fi connections at the same time

CAN data transferred 
with no filter

Video

Videos



Same control as telecom carriers based on SIM
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TSC

Internet
（Global Internet）

3rd
 ベンダー3rd
 ベンダー3rd
 ベンダー3rd
 ベンダー3rd

 vender
IRIGATE

不審な
サーバ不審な
サーバ

Suspicious 
server

Suspicious access
blocked by IRIGATE

Various SIM-based authentication possible

Old owner New owner

Authentication 
function

• User authentication
• Contract authentication
• Vehicle authentication
• Servicer authentication

Blocked at cap

Routing function



TSC

Remote profile deletion (Trace users)
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3rd
 ベンダー3rd

 ベンダー3rd

 vender

IRIGATE

AUSF

N3IWF

UPF

CAN

Delete profile remotely

Communication 
disconnected after profile 
deletion (upon restart)

Manufac
turing

Transpor
tation

New car 
sales

No profile
Contract
Profile
download

Used car salesTrade-in Trade-in Export

Delete 
profile

Delete 
profile

Contract
Profile
Download

Contract
Profile
Download

No profileNo profile
Vulnerability discovered
Profile update
Instructions update

SIM needed for connected services

Re-registration required for used car users

Used car user data trackable

Multiple cellular 
service providers

Public Wi-Fi, etc.

Satellite connection



Lifecycle



2025 2030 2035 2040 2045

Joining the company Travel

Marriage 

and 

childbirth
Childbirth

Joining the company
Outdoor 

activities

Club activitiesReplacement/Upgrade

T T T

T

... at the timing when the customer truly wants to use the service.T

T

Further expansion into the overseas used car market ⇒

Car lifecycle - 20-year service continuity
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The ability to adapt to changes in usage areas 

or sunset is the key to providing stable and 

continuous services.

Presupposition: The lifecycle of cars is long compared to the speed of technological innovation in the ICT industry.

＊Automobile Inspection & Registration Information Association

「The Trends in Vehicle Ownership in Japan」

Average years of use by vehicle type trend table (Reiwa 5th year)

In the Japanese market, there is a growing trend of exporting 
used cars to overseas markets, where they are further 

utilized for extended periods.

8~10 

year

Can avoid the mismatch of new car users paying for 

unused features.

The new car buyers incur initial costs of embedded features in the vehicle 

even if they do not use them.

There is high demand for vehicles 
that have high durability and can 
utilize the latest features.

The best approach is for each 
user to bear the cost of the 
functions they use.

Event

Second ownerSupporting a smooth 
replacement/upgrade 

process

Since it can still be 
comfortably used, it can be 
traded in at a high value.

Incorporating used car 
users into the value chain

6G 7G

https://www.airia.or.jp/publish/statistics/trend.html
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